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CTIA
Cellular

: Industry Association
Secretary g 0 5o Suite 200
Federal Communications Commission : MAY - 91555 Washington, D.C. 20086
1919 M Street, NW, Room 222 PEDEAN. Cciey 202-785-0081 Telophone

Washington, DC 20554 Lo m%fgywssm 202-785-0721 Fax

Re:  Ex Parte Presentation
C ket No. 92-115

Dear Mr. Caton:

On Monday, May 8, 1995, the Cellular Telecommunications Industry Association
(“CTIA”) represented by Mr. Brian Fontes, Senior Vice President, Policy and
Administration; Ms. Andrea Williams, Staff Counsel; and Ms. Catherine Massey,
Regulatory Counsel, McCaw Cellular Communications, met with Mr. David Siddall, Legal
Advisor to Commissioner Susan Ness to discuss ESN security and the cloning of cellular
telephones.

At the meeting, CTIA presented the attached documents. Pursuant to Section
1.1206 of the Commission’s Rules, an original and one copy of this letter and the
attachments are being filed with your office. If you have any questions concerning this
submission, please contact the undersigned.

Andrea D. Williams
Staff Counsel
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of Factory-Set Electronic Serial Numbers

Ex Parte Presentation
CC Docket No. 92-115
May 8. 1995




THE "EMULATION” OF ELECTRONIC SERIAL
NUMBERS = CLONING

The Electronic Serial Number (ESN) is a unique number assigned to
a cellular phone by the manufacturer. Section 22.919 of the FC(C’s
rules requires the ESN to be fixed and unchangeable, thus
establishing a unique fingerprint for each phone. The cellular
industry relies on ESN/MIN (Mobile Identification Number) pairs to
validate its legitimate customers,

Cloning refers to a method by which the original, factory-set ESN of a
cellular phone has been altered, transferred, removed, or modified
then reprogrammed into another cellular phone.

Cloning fraud. the most prevalent type of cellular fraud, requires the
ability to obtain valid ESN/MIN pairs, erasing the existing ESN from
a cellular telephone and replacing it with a copied or cloned ESN.
Once stolen ESN/MIN pairs are entered into cellular phones, the
cloned telephone is able to gain unlawful access to cellular service.

Cloned telephones are used not only to obtain free cellular service,
but also to conduct criminal activity such as narcotic and drug
trafficking.

The type of ESN alteration/modification used and advocated by C
Two Plus Technology and its affiliates cannot be distinguished from
any other cloning of cellular telephones.



THE FCC'S POLICY AND RULES GOVERNING
THE ALTERATION OF THE ESN

Since 1991, the Commission has clearly stated its policy and rules
governing the alteration or modification of the original. factorv-set ESNs
in cellular telephones.

“Phones with altered ESNs do not comply with the
Commission’s rules and any individual or company
operating such phones or performing such alterations is in
violation of...the Commission’s rules.” FCC Public Notice,
Report No. CL-92-3, October ) 1991

“It is a violation of ...the Commission’s Rules for an
individual or company to alter or copy the ESN of a cellular
telephone so that the telephone emulates the ESN of any
other cellular telephone. Moreover, it is a violation of the
Commission’s Rules to operate a cellular telephone that
contains an altered or copied ESN.” Letter of Clarification
from Mr. John Cimko, Chief, FCC’s Mobile Services
Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification of ESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two
Plus Technology.

“Alteration of an ESN can interfere with a cellular carrier’s
effort to bill and collect for the use of its facilities. There is
evidence suggesting that mobile phones with modified or
cloned ESNs are used in a majority of cases involving
cellular fraud....phones with altered ESNs do not comply
with the Commission’s rules....”” Letter of Clarification from
Mr. John Cimko, Chief, FCC's Mobile Services Division, to
the Honorable Jim Sasser, U. S. Senator, dated June 21,
1994, concerning a constituent’s desire to have the same
telephone number for each of his cellular telephones.



*Any individual or company that knowingly alters cellular
telephones to cause them to transmit an ESN other than the
one originally installed by the manufacturer is aiding in the
violation of...[the Commission's| rules. Thus, we advise all
cellular licensees and subscribers that the use of the C2+
altered cellular telephones constitutes a violation of the Act
and our rules.” Part 22 Report and Order, 9 FCC Rcd 6513
(1994)



A FEDERAL COURT HAS ENFORCED THE FCC'S NEW
ESN SECURITY RULE

In Houston, Texas, the U.S. District Court has issued a permanent
injunction against a C Two Plus affiliate. In its decision, the Court
determined that emulation of the electronic serial numbers of cellular
telephones by the defendant, an affiliate of C Two Plus Technology,
violates the Part 22 Report and Order. See Houston Cellular Telephone
Company v. John C Nelson, et al, Civil Action H-95-617, (S.D. Tex
March 17, 1995).

While the FCC and the Court have clearly stated that emulation of
ESNs violates the FCC’s rules, a recent press release of a C Two Plus
affiliate continues to ignore the ESN security rule by stating that the
FCC’s Part 22 Report and Order is an advisory opinion and “is not
legally binding.” See Business Wire, Dow Jones and Company,
Charlotte, North Carolina (April 6, 1995),



THE CELLULAR LICENSEE'S RESPONSIBILITY FOR

ADDITIONAL MOBILE UNITS

Part 68 of the Commission’s rules sets forth the customer-carrier
relationship for the connection of additional phones to wired service.

Under Part 68, it is the customer. not the wireline carrier, that

assumes responsibility for the connection of additional phones on the

customer’s premises.

The FCC, however, has prescribed a very different customer-carrier
relationship for cellular service. The FCC holds the cellular licensee,
not the customer. responsible for effective operational control over all
mobile stations. ie., cellular mobile units, that communicate with the

cellular licensee’s base station. See 47 CFR Section 22.912.

With cloned phones, it is impossible for the cellular licensee to comply

with this Rule.

e The licensee does not control the alteration or
manipulation of the ESI\.

e The licensee cannot track or bill the cloned phone.

¢ Cloned phones which are not controlled or authorized by
the carriers do not fall within the carrier’s blanket
license. Therefore, such phones are unauthorized
transmitters and violates Section 301 of the
Communications Act.

e Because the licensee does not control the cloned phone,
the licensee also cannot ensure that the operation of a
cloned phone does not interfere with legitimate
customers’ access to cellular service.

Carriers are increasingly deploying anti-fraud features such as radio
fingerprinting and velocity checking to combat cellular fraud. With
the deployment of such features, a cloned phone can be detected and
removed from the system before the user accesses the system. Thus,
cloned phones customers will be denied access or removed from the

system, regardless of their intended use of the phone.



RESPONDING TO CUSTOMER DEMAND WHILE
PROTECTING AGAINST CELLULAR FRAUD

In response to consumers’ desire to have two phones with the same
phone number, cellular carriers have begun deploying switch-based
technology which will “look for” or page several phones with the same
MIN.

Unlike cloned phones, each phone has a distinct, factory-set ESN.

Unlike cloned phones, the switch-based technology allows cellular
systems to authenticate or validate legitimate mobile units.



PETITIONERS SEEK RECONSIDERATION OF
SECTION 22919

In the Part 22 Report and Order, the FCC stated that Section 22.915,
which governs cellular specification compatibility, has been retained
and renumbered Section 22.933. See Part 22 Report and Order, 9
FCC Recd at 6526, n. 108 (1994),

While C Two Plus Technology refers to Section 22.915 in its reply to
TTIA/CTIA Joint Reply to Petitions for Reconsideration, it does so in the
context of cellular specification compatibility, not ESN security.

Section 22.919 which governs ESN security, not the cellular
specification compatibility under the former Section 22.915, is at issue
on reconsideration of the Part 22 Report and Order.



CONCILUSION

e The FCC and a Federal Court have clearly stated that the
“emulation™ of ESNs violates the FC (s Rule governing ESN
security.

e The type of alteration or modification of ESNs advocated and used by
C Two Plus Technology to provide “extension” service is pure and
simple cloning.

e To allow such cloning would not only violate the FCC’s rules but also
undermine the FCC’s policy and recent enforcement efforts to
combat cellular fraud.
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APPENDIX A

. Business Wire, Dow Jones and Company, Charlotte, North Carolina

(April 6, 1995).

. Houston Cellular Telephone Company v. John C. Nelson, et al., Civil

Action H-95-617, (S.D. Tex. March 17, 1995).

Plaintiff’s Original Complaint and Request for Temporary Restraining
Order, Preliminary Injunction and Permanent Injunction, Houston
Cellular Telephone Company v. John C. Nelson, et al., Civil Action H-
95-617, (S.D. Tex. filed March 1. 1995).

In the Matter of Revision of Part 22 of the Commission’s Rules
Governing the Public Mobile Services, CC Docket No. 92-115, Report
and Order, 9 FCC Rcd 6513, 6525-6526 (1994).

Letter of Clarification from Mr. John Cimko, Chief, FCC’s Mobile
Services Division, to the Honorable Jim Sasser, U. S. Senator, dated
June 21, 1994, concerning a constituent’s desire to have the same
telephone number for each of his cellular telephones.

. Letter of Clarification from Mr. John Cimko, Chief, FCC’s Mobile

Services Division, to Mr. Michael Altschul, dated January 15, 1993,
concerning modification of ESNs by the NAM Emulation
Programming Device manufactured and distributed by C Two Plus
Technology.

Letter from Mr. Michael Altschul, Vice President and General Counsel
Jfor CTIA, to Ms. Renee Licht, FCC’s Acting General Counsel, dated
November 4, 1992, requesting FCC’s written concurrence that
cellular phones containing ESNs modified by the NEPD do not
conform to Part 22 Rules.

FCC Public Notice, Report No. CL-92-3, October 2, 1991.
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The novatior s g onellulare exte~< or  t enables vou 0 nave “no or
more ‘
scellularo chanes on one 'ine “Herad oy Affordable oCellularo Extensions
of
Chariofte, an extension costs a one-tme fee of $199. In comparison, phone
companies charge $20 to $35 per month for a separate phone iine.

The extension duplicates a relephore s electronic serial number. The
resuits:
ygu can hook more than one phone = a single telephone number. Only one
phone
may be used at a time, however.

The service appeals 10 salespeople. doctors, lawyers, and other
professionals.

They buy it to stay in touch with the office while in or out of the car and
remain accessible to clients and staff Extensions give family members a way
to

contact each other easily and provide a sense of security at night -- owners
always have access to a phone.

What's the controversy? Phone companies, of course, wish this service
would
disappear. The government has some questions, 100, claiming the service
might
encourage fraud.

In September, the Federal Communications Commission issued an advisory
opinion
saying the use of aitered ocellularo telephones violates the Communications
Act o
1994. Though the FCC's opinion is not legally binding, the commission is
considering new regulations that might change how ocelluiaro phones are
produced.

The ocelluiaro phone market is growing 40% annually in the U.S., according
1o
industry research. Some analysts estimate as many as one-third of ocellularo
owners are interested in extension capabilities.

For more information on ocellularo extensions, call Gary Raflo, owner of
Atfordable oCellularo Extensions, at 704/358-1926.

CONTACT: Andrea Cooper Communications, Charlotte
Andrea Cooper. 704/343-2543
11:36 ET APR 06, 1995
News Source: Business Wire
Industry: I/CTS I/TLS
Subject: N/BW N/PDT
Market Sector: M/UTI
Geographic Region: R/NC R/NME R/US R/USS
Message 0469 from PR

DJ/PrssR: Copyright 1995 Dow Jones and Company inc.
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HousToN CELLULAR ,
Michasi N. My, wara

TELEFHONE COMPANY
Plaintf¥f

versus CIvil ACTION H-95-617
JOHN C NELSON, Doing Business ag Both
Cell Time Cellular and Action Cellular and
DaNNY HART. Doing Busmess as

Action Cellular and

ACTION CELLULAR EXTENSION, Inc.,
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Defendanis

PERMANENT INJUNCTION
A Findings
Based on the stipulations and evidence, the court makes these findings:

1 John C Nelson, Jr, who has done business as Cell Time Cellular and who is 2
representative of Action Cellular Extensions, Inc., has engaged in the emulation of
the electronic serial numbers of cellular telephones since August 9, 1994

2 Daniel K. Hart, as a representat:ve of Action Cellular Extensions, Inc., has engaged
in the emulation of the electronic serial numbers of cellular telephones since December
15 1994

3 Action Cellular Extensions, Inc., has engaged in the emulation of the electronic serial
numbers of cellular telephones since December 15, 1994

4 On May 4, 1981, after notice in the Federal Register, the Federal Communications
Comumussion issued the Inquiry utto the Use of the Bands 825-845 MHz and 870-890
MHz for Cellular Communications Systemns, and Amendment to Parts 2 and 22 of the
Commission's Rules Relative to Cellular Communications Systems. (86 F.C.C. 2d
469 (1981). 1t sdopted the technical specifications for cellular telephones that each
telephone have a unique electronic serial number This order was publigshed in the

Pubilc Aacews Yarming 91 4 36CVINT (nstrument ? Baga 4
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Federal Register on May 21, .98 146 Fed Reg 27635) with corrections on June '€,
9% (46 Fed Reg 31417

On September 9, 1994, after notice n the Federal Register, the FCC issued the
Revision of Part 22 of the Comumussion Rules Governing the Public Mobile Services
(9 FCC Red 6513 (.994) Tris FCC -~rder was published in the Federsi Register on
November 1T 994 (55 Fed Reg 9°0%

Houston Cellular has suffered irreparable damage as a consequence of defendants’
emulation of the electromc senal numbers of cellular telephones for which it is the
carrier The defendants’ actions have deprived Houston Cellular of monthly access
charges and other per umt charges U's customers would owe for additional
connections

Although the damage is cescribable Houston Cellular cannot reliably quantify it,
making the legal remedy inadequate

The acts of the defendants are analogous to therr having installed unauthorized access
to & cable television netwnrk  This puacy injures the utilty and its legitimate
customers

No unrepresented third-party nor any diffuse public interest is adversely affected by
the restrictions this injunction imposes on Nelson and Hart.

Conclusions

The FCC orders were regularly made, published in the Federal Register, and served
on defendants by publication S U S C § 552(a)1). See also, Fed Crop Ins. v
Mern{! 3321).S 380, 3184-85(194™

These orders adopted by the FCC constitute orders within the meaning of § 401(b)
(47U.S C §401(b)) of the Communication Act of 1934,

Emulation of the electronic seria] numbers of cellular telephones by Nelson , Hart, and
Action Cellular Extensions, [nc, aolates the two FCC orders.

Section 401(b) of the Communication Act of 1934 expressly authorizes injunctive
relief for a party injured by discbedience of an FCC order. The prerequisite of
ureparable injury need not be established where such injunctive relief is expressly
authorized by statute. (/nited States v. Hayes Int’l Carp., 415 F.2d 1038, 1045 (5th
Cir. 1969), Gresham v. Windrush Partners, 730 F 2d 1417, 1423 (11th Cir. 1984).
Although Houston Cellular need only demonstrate that it has been injured to satisfy
this standard, having found that it was in fact irreparably injured by defendants’ acts
and in an amount not susceptible 1o calculation, the count concludes that injunctive
relief is availgble at comman law

Putide Acases Termingl ¢ 4 95CVE1T Instrumant 7 page 2



C Impuncnon.

Based on these findings end conclusions, Johr C Neison. [- . Daniel K. Hart, and Action
Cellular Extensions, [nc., are enjoined permanently from emulating electronic senal numbers

of cellular telephones for which Houston Celluiar 1s the camer

Ths restrictior hinds them and all those whe may knowingly ect in cancert with them,

including employees, agents, and consumens

Specifically, the defendants are enjoined ffom altering, trunsferring, emulating or
manioulating electronic senal numbers of cellular telephones for which Houston

Cellular i3 the carmer except in stnct compliance with the FFC orders.

2 The defendants shall produce immediately to Houston Cellular these documerts,
including those seized by the { nited States Marshal and others in their possession or

within their access

A

3 With the exception of Houston Cellular subscribers’ service orders or contracts, the
defencants are entitled to retain the originals of those documents, providing Houston
Cellular with photocopies. The defendams may retain photocopies of the Houston
Cellular subscribers’ service orders or contracts only for the purpose of assisting in
re-emulation. The defendants will surrender to Houston Cellular all photocopies at
the completion of the re-emulation or upon written request of Houston Cellular.

AJl lists, fles, records. or other information containing rames,
addresses, or telephone numbers of entities for whom they altered,
transferred, emulated, or manipulated the electronic serial numbers of
cellular telephones from January 1, 1990, to March 1S, 1965

All advertisements, brochures, or other documents that advertised
services to the public for altenng, transferring, emulating, or
manipulating the electronic senal numbers of cellular telephones.

Documents in their possession that identify ather entities which offer
services to alter, transfer, emulate or manipulate the electronic senal
numbets of cellular felephones

Documents evincing a business -elation or transaction with
Technology, Inc

A complete copy of all data on any storage medium, including paper-
based, fixed-disk, and remagvable-disk data (hard, removable, floppy,
optical, and tape drives and RAM). Houston Cellular will rermburse
the defendants for copying costs incurred in producing & hard copy.

PUBHG Accoms Terrsingt B¢ 4 965V 7 \nstrument 7 page 3



(V.

This orcer does nat require that the d=fendants croduce CI+ Technology, [nc,
proonietary information, equipmen:. or accessories in anv form.

Thisis a final judgment. The coun retans jursdiction to enforce the .njunction and
‘he settlement “Tom which it arese

Signed March 15 1695, at Houston Texas

Lynn N Hughes ~
Uruted States District Judge

bl Accets TerMInG! B - 4 S5CVEN 7 Strument 7 page d



IN THE UNITED STALLS VISTRICT COURT

FOR THE SOUTHERN DISTRICT OF TEXAS
HOT STON DIVISION

HHOUSTON CELLULAR
TELEPHONE COMPANY

C A NO.

$
; ——e
V. §

3
JOHN C. NELSON, individually and §
d/b/a both CELL TIMF CELLULAR and §
ACTION CELLULAR and DANNY §
HART, individually aad d/h/a hoth §

§

§

ACTION CELLULAR and ACTION

CELLULAR EXTENSION DEMAND FOR TRIAL BY JURY

PLAINTIFF'S ORIGINAL COMPLAINT AND
REQUEST FOR TEMPORARY RESTRAINING ORDER.
PRELIMINARY INJUNCTION PE NT_INIUNCTIO
TO THE HONORABIE L. DGE OF SAID COLRT
COMES NOW  HOUSTON CELLLUTAR TELEPHONE COMPANY (“Houston
Ccllutar™. plainuff ncran. seeking 3 temporarn resttanmung order. preliminary imjunction and
petinagent injurcton o support thereot ouston Ceilular would respectivelyv chow intn the

woull as fullows

I.
JURISDICTION AND PARTIES

1. This case anses under the constitution, laws or treaties of the United States. 28

U.S.C § 1331 Pusuantw047 USC § 401:b) Houston Ceflular seeks w0 prohibit defendants

from violanng orders (collectively the “ESN Orders™ of the Federal Communication Commission

("FCC™) now codified in partat 47 C F R 12 919(a).

-~

2. Houston Cellular is a Tcxas general parmership with its principal place of business
at One West Loop South. Suite 300, Houston. Texas 77027,

3 Defendant John C. Nelson is an :ndividual residing in Harns County and doing
business as both Cell Time Cellular 5202 Svcamore Villas, Kingwood, Texas, 77345 and Acuon
Cellular a1 9100 Southwest Freeway Suite 150, Houston, Tcxas. Defendant John C. Nelson,

individually and denng business as Cell Time Cellular, may be served with process by serving
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3 Defendast 'oon & Mo ocen
VLAY And Ine tustaesy A4S Aetom f Ll aar moy be vered at 910C Southwesr Tman
Sace o0 Housttn Toxas

1 Derencant Danny Hart uidi duails and domng business as both Actoon Celluar and
Action Cellwlar Zxtension s dn (0dY ! lwt ~tee esitdes at 1210 Torum West D-ve, Houston,
Texas 771036, On .nfomabon and »e.1¢f. Junrs Hat doug business as Acton Celiular has an
office at 9100 Sculhiwest Freeway. Sutte 150 FHouston Tewds, and mav be served at this ~doress,
On wformaben and oenel. Jacny Hart 'ndividually apd deing business as Acton Calular
Extension. may be servod at (L2140 Forum Wes: Dinve Houston, Texas 77036

.
VENUE

5. Venue 's proper in this distnet for two reasoas. First, a substantal part of the
events giving nse -0 Houston Cellular’s claim ccurred in this districe. 28 U.S.C. § 13G1(a)2).
Second. defendants are wndividuals or ennnes with contucts sufficient 1o deem them residents of
dus judical distnet 28 S C§ 1391

I11.
SUMMARY ALL ONS

6. Pursuant ©o 47 U.S.C 3 301/b and Rule A5(b) of the federai Rules of Civ !
Procedure, Houston Cellular seeks a :emporarv resTaining order. preliminary injunctos and,
uitmatelv, a permancat injuncton barmng defendants from violanng the FCC's ESN Crders
Furthermore. pursuant 10 28 U S.C 22Ct(a) Houston Cellular seeks an order from the court

declaring the nghts and obligations »f the parties. specifically stating defendants cannot alter,

——

mansfer, emulate or manipulate the ESN of cellular telephones 1n violagon of the FCC's ESN
Orders. Pursuant o 28 1 S.C 2202 Houswon Cellular seeks recovery of its reasonable and

necessary atornevs fees incwred Yy prosecuton of this action.

€2
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FACTC AL BACKGROUND

mcusion Ceilgar s cvecsed v e CO as o rhe oxclusive provsder o ceidar

COMLWLCARONS serses on s awthomec taduences nope Houston Metopolitan Stausteal
sred which iociades arrs, Liberts “onigomen Valler Zort Bend and brazona Counges

) Defendants are enpaged 1 1¢ wocess of alterng, mampulaung. or emulaang *he
Electromic Senal N\ .mbers on cellalar elephones in v1otation of the FCC's ESN Crdars

9 The Flectronue Senal “limber “ESN™ is a 32 bit bnary number inat un jualy
denufies a cellular moorle Tansmutter © a1 ceililar svstem. [t 15 separate and disine: um the
phore’s 10-dizit telephone rumber. One purpose of the ESN 1 a cellular telephone 15 similar 1o
the Vehicle ldentficanon “umber n an iuwomobie. Speaiically. ft uniquely idenufies the
eCUIDIBEnt 1O assis. i recovery it s <tolen. More ymportantly. the ESN 1s designed o :dentify
ar authonzad subscrber and enzble cellular icersecs. like Houston Cellular. 10 authonze svsrem
usage and 1o properiv bill for cails made to and ‘rom a cellwar tclephone.

0 The alreranon of a cellular te‘ephone’'s ESN ajlows a person to simulate the signal
ol a chiferent cetiular telephone.  Tus prucess. called emulaton, allows one cellular phone W
emulaie. or imuate wnother callular shone. Thus allows a person to make a call on one cellular
telephone while actuall -harging rhe call to another Aiteration of an ESN faciitates fraudulent
and unauthonzed cellwar calls .An unzuthon7ed user o a cellular phone that has an altered ESN
can make numernus local and l'ong distance cajs and have the charges buled to a towlly
nnispecting cellilar customer.  Alternativelv  ESN alteration cnables one cellular phone o
emnlate another cellular shone bevond 'he detecnon abilines of celiular licensees. This enables a
customer ' 11se more than one telephonpe tor the same telephone number, thereby avording monthly
access charges rharoed hy Houston Cellular and cther cdlular licensees. By altering an ESN, a
customer cap fraudilenrly avond paving the monthly access charge for mulople cellular phones.

resulung in a significant loss of revenues 1o Houston Cellular

int



- Fartrermwre <ouston - 20 ofras eventdy Citered 3 special Jora Jistance crooram
whereby or a month. tee ouston ¢ 2luw w o ha free ar vme -n alt leag distance alls ¢
‘he State of Texas e oty long ds@ance smvmam will 110w 8 cusomer 0 calt long Ustance
‘rom his coldular tolephore and pay oy che ate Charged b the snaiemer’s ore-selected long
fistance camer Honster Tellular wiil 2ot chagge [ e time on such calle  Altcration of an ESN
dlows a customer - have muluple ceilular shones ¢inered by a single moathly fee payment for the
fong distance program. “caulting 1 o substantal loss of reseque 0 Houstoa Cellular

12 As more ully desembed v the affidavit of Robert Edwards. arachec and
incerpordted as Exlihir “a " defendants John © Nelson, individually and doing business as Cell
Time Celludur and as 4. uon Celiular have been :ngaged in the unauthorized practice of altering,
transfernng, emulaurg o wupulaong the LSN of cellular tclcphoncs; to emulae other phones
subscribed 10 Houston Ceitular  Spec:fically. n or about September 29, 1994, 7or 2 $225.00 fee,
John Nelson aitered an ESN on a cellula pivne provided to tum to emulate a Houston Cellular
subscribed phone. 'n December of 1994 Rober. Edwads retumed to John Nelson and recetved a
quote of $250.00 for the alteration of an addiional cellular wlephoue.

13, rurthermore. as more fullv described 1n the afiicvil of Rubert Edwards, anached and
incorporated herein 45 Exhybit A 7 jefendants Danny Hart individuadly and doing buspess as
Action Celiular and Acuon Cetlular Extension are also engaged in the unaulinouzad pracuce of
aitening, transfermng, cmulaung or manipulanng the ESN of cellular wlephoaes. Speviliaily, on
or about Februan R 1995 Houston Celiular received an ad on Adverfax. The ad specifically
adveruses “two cellular phones. one celiular number.” tattes oot licensed by the FCC w provide
cellular service cannot provide this service set forth 1n the advertisement Houston Cellular has not
authonzed any person or entity (o alter or emulate ESNs for ceflular phones subscnbed © IS
service. See Aftidavit of Mike Hanafin The Affidavit of Robert Edwards describes a conversation
with Danny Hart wherein he admited that for $250.00 he would alter the ESN of a cellular phone

to emulate a Houstoa Cellular subscniber’s phone
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FCC REGULATIONS

B! mNe s sy che B oensen 30 Irder entitfed tAn inguunv intc the e o
re Bands ISR My apo XTLRGT S o Telluar Communicauons Sysiems. and
Amerdment of Purts T oana T2 0 the Lommussion's Rules Relauve o Cellular Communicatons
Svstems, X0 - O U1 G 198l whun it among  ther thirgs, adopted techmical
specificauons (or the .se of eiluiar telephones  ~o uding a requirement that cach phone hiave a
WUQUe ESN See St T dat SS8 & n 7R ~73 and S93. This FCC Order (the “Eimt SN
Order™ was published 'n the Fedcrar Remster o0 May 21 1981 /46 Fed. Reg 17655) with

COTecuons onJune 16 9L 26 Fed Reg 31417 A copy of this Firgt ESN Order 1s atached as

Exhibit "B." On Seoiember 9 1994 ‘he F¢ r=lzased an Order enutled “Revision of Part 22 of
the Commussion Raes Govermung the Public “Mobile Services.”™ This FCC Order (the “Second
SN Order™ was published 1 the Federal Reguster on November 17, 1994 (59 Fed. Reg. 59502)
“T'he Eurst ESN Order ard Second ESN Order are collectively referred to herein as the ESN

Orders.) A copy of the Second ESN Order 15 antached as Exhubit ~C."

15 inresponse ta an FCC Nooce of Proposed Rule Making, released June 12, 1992, 7
F.C.C. Red 3658 and published r the Sederal Regisier Julv 1, 1992 (57 Fed. Reg. 29260).
C2+ Technolagy : :ompany tHat altered ES™¢ requested the FCC to amend the Commission's
rules and aliow companies 1© market ancillary cellular equpment that emulaes ESNs for the
mrpose of allowing more than ope ellular telephone 10 have the same telephone number. Sec
maragraph A7 ~f Fvhibyt ~C 7

16 The =CC specifically rejecicd the proposed amendment of the erulator  The

Commission wrole

Further, we conclude that the practuce of altering cellular phones ©
“emulate” ESNs without recerving the permission of the relevant cellular
licensee should nor ke allowed because (1) simultaneous use of cellular
telephones fraudulendy emiming the same ESN without the liceasee’s
permussion could canse problems in some celiular systems such as
erraneous tracking or buling; (2) fraudulent use of such phoncs without the
liccnsee's permission oovld deprive cellular camers of monthly per
welephone revenues to whuch they arc cntitled: and (3) such altered phones
not authonzed by the carrier would therefare not fall within he licensee’s
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Secuor ¢ Trhe Lo”
Sag ~gragraph 60 B
7 The Comasseen fucther on e

Novertheless with regard to eusung equpman., 4e conclude that cellular
wlcthones w,th altered CSNs do not cemply with the cellular oystem
compatbiatv speciiicanen’ and hus mav not be considered authonzed
equpment dncer the onguw G pe aceptance. Accordingly, 4 consumer’s
gowing use of such altered equpment would violate our rules. We further
oelieve that any individudl i _ccuipany that knowingly alters cellular
ielephones 1 cause them o transmut an ESN other than the one ongnglly
wstalied by the manufacourer 1s arding ia e violation of our rules. Thy

vise all cellular hg subscribers the use of the C2+
altered ceflular telephones consgrutes o v ulativn of the Act and our rules

See paragraph A2 - emphasis added)

In conclusion 1o its Secoad ESN Order the FUC clearly stated (1) use of wiered ccilular

elephones copstitutes a vinlaton of both the Commumcatons Act of 1934, as amended, and the

Tirst ESN Order as ~odified in Commussion iles. and (2) any company that knowingly s

cellular relephones < “aiding tn the violahon of Hur [FCC rules ™
Vi
REQUEST FOR TEMPORARY STRAINING
18 Pursuam tc 47 L S.C § 40ULby and Rule 63() of the Federal Rules ot Civil
Procedure, Houston Cellular seeks a ‘emporary -estraining order (rom the court asking the coust
(1) to enjoin defendants from altenng. ransfernng. emulating or marupulating the ESNs of cell war
telephoncs and (2 har all records. computer disks, and other information concerning altercd

telephopes be preserved in their current state  As shown by the affidavits and evidence auached

1S¢e previous 47 CFR § 22915 which became new 47 CFR § 22.933, adopted 1n the
Second ESN Urder

2The Second ESN Order also revised § 22.919(c). effective Jaauary 1, 1995. to require all
manufacturers of cellulut telephones to design their telephones such that any aftempt to remove.
tamper with, or change the ESN chip, will render the mobile transmutter moperanve. Thus, in new
telephones, Housion Cellukar and other cellular liccnsees should not be plagued with companies
that alter ESNs 1 violaton of the ‘aw  Anv aftempt to alter the ESN will render the cellular
telephore inopcradte.
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wifl ocour o Howte Tepsdar 7oan rder e wmipz delendants from alterrg trunsierming
e letig OF Maliual o e Z55s 3 10 muvved  Speciically  as showa by the attidavi

Vike Hanain, oo Previgent F Tagiaeenng and Oocrmnons  umched as Exhubit “D7 Ko sian
Ceftuar wowd show a s ue wdd o e lonag aliered telephones and will connnue to suffer
fraudulent and unadthonzed use of ai uue and wheft of ur ume unless this order 1s granted
rurthermore. withoul ~worgs fom defer2ants indicatng the names of cuswomers who have
recerved altered telephopes Houson Cetiwda Joes nor have a way to momnutor the unauthorized use
of celluar tetepr ones > nonfv specific customess el hiey are using collular telephones n an
anauthonzed manner
K¢} Ir addiuon, 28U S.C §40i7b) sates
(h) [t any person fails or eeglects o obcy any urder uf the Commission
other than {ur the pavment of money, while the same is in effect the
Commission or any party injured thereby, or the Uniwd States, by its
Anorney Ceneral, may apply 1o the appropnatc distnct court of the United
Siates for the enforcement of such order. If, aficr hewiny, rhat court
R deterruncs that the order was regularly made and duly served, and that the
person is in disobedience o Uie same, the court shall enforce obedicucr tw
-~ > such order by a wnt of injuncuion or other proper process, mandatory or
\ otherwise, (O restrain such person or the OLfiCers. agents, Or rCpresentauves
ot such person, {rom turther disobedience of such order, or 10 enjoin upon
it of them obedience [0 the same
23 ™ In South Certral Bell Telephone Company v. Lowsiana Public Service
Commission. ’4&§2d 1107 {5th Gir 1984) +acated on other grounds 100 S. Ct. 2884. The Fifth
"N
Circuit, interprenng § 401b). stated
Under § 401(b). a party seekang enforcement of an FCC declaration may
obfain an injuncton upon a finding that (1) the declaraton is an FCC
“order” within the meaning of the Act, (2) the order was rpgular;y made and
duly served upon the defendant (3) the defendant is in disobedience of the
order, and (4) the partv seeking the imjunction has becn injured by the
defendant’s disohcdience
Id at 1114-1115
21. An FCC declaranon 15 an “order,” if the “agency acts in accordance with its

legislatively delegaung rule making Whonty” and intends it to be binding on all applicable



DOrsSans Jd e b n hertaze he RN U zery e Corderst prohubiung ordividums Luer
2 romusing o da caomes with dltered B8Ny o0 malenne FSNsa cedlular phones
,,,,, R <heow chat ap order wne 1w wernved. the Prfth Cirewt has staed:

Trus. the jequiement of “due service’ s met il the defendant 'na § 201(E

Frocecding received aonce legady suthcrent (0 maxe the order enforceaple.

i nder e APA [Adnumstranve Droccdures Act), a rule 1s enforeeable once

:t:s putlished w the Feaeral Register S0 S C. § 352(a)(1). The Suorcme

Court has held thiu appearance »f a e 'n thar publicanon consuties Jegal

gouce v Tic 2enera pubiic
14, at 1119 (cites omitted:  The HCC adopted tre ZSN Orders nursuant 10 fawfu notice and r.le
making proceedings under the APA, and the rete-rncec ESN Orders were published 10 the Federal
Pegister

23 Houswon Celndar threugh the arfidavits and Exhibits attached herew and wncorporated
herein, has shown tha: the detendanis have vioiated ‘orders” of the FCC which have been “dulv
served” upon the defendants. Because Houston Cellular has been :njured by defeodants’
disobedience, 11 1s ertided W 4 temporary resqaimung order prohibiting the altenng, transfemng,
emulating or mampulaang of ESNs of welluar relephones and enjotning deferdants from altening or

destroying anv records relating to the aitenng. =miiaaag, transterning or mampwatng of ESNs.

24 By wav of ttus Complaint Houston Celiwlar asks the COUT o set 4 dare. within wen
(10) days of the signing of the temporary reswaining order for hearing on e prclinunary
iuncuon At the same ume, Mouston Celluiar asks the court to order defendanis w proaduce
certadn records relanng tw the aitenirg. tansfernng, emulagng or manipulatng of cellula
te.ephones, the servicing of clients, and or responses [0 inquines aboul such altering. ransfernny,
emulating or manipulaung on cellular telephones to the court for in camera inspecdon and
safekeeping.

25 Furthermcre, after the preliminary injunction heanng, Houston Ceilular asks for a
mal at the earliest possible seting 12 order 1o permaneptlv enjoin defendants trom (i) altenng,

transfernng. emuiaupg or manipulaung the ESN oa celiular telephones. or (1) altenng or
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VI,

REQUEST FOR DECLARATORY RELJEF PURSUANT TQ
28 L.§.C. 2301 FT SEQ.

260 Prrsie o 25 U 3C 201 a) Houston Cellular seeks a judgment from “his coun
Jevlanng e nghts and Hbh2dauowns o Houswon * cifwtar and the defendant. Specifically Hauston
Cettutar asks the court o declare

oy Jefendants’ alwiuig uaasiemng. emulating or mampulaung ESNs s a
violation of the HCC's ESN Orders wid cgulanons and aids and assists others 1o violating
the FCU < £oN rders and regulay ans

tal »he use of emuiated or dwred wwlephones 1s a violation of the FCC's ESN
QOrders and regulat.ons

i3 Houston Cellular has the rght and the wbliganon o detcrmine the names of
all customers who have had their ceilular welephones awwied, transierred, crmulawd or
manipulated s¢ as (o advise ane aotify the customer that the use of aliered. wansferred.
emulated v mampulaied wlephones s 2 violanon of the FCC's ESN Orders and
regulaticns.

i 4 Defendants have ro rght o aller, trapsfer, emula or manipulate cellsiar
telephones of Houston Ceilular customers

27 Pursuant w0 28 L S.C 2202 Housion Cellular seeks reimburscment of ihe
reasonable and nccessarv attomeys tees incurred by Houston Cellular [or bringing this declaratory

;udgment achon

1X.
PRAYER
28 Houston (Cellular requests this court enter a temporary reswaimng order, after a

hearirg, preliminary juaction and after a mal on the merits, a permanent injuacnon; that it be



